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I ntroduction

As organizations downsize, merge, and consolidate, automated information systems (AlS) which
formerly did not communicate are increasingly required do to so to form an interoperable and
shared data environment. Focused on achieving this environment, data quality issues often
surface asimportant factors in facilitating and/or inhibiting system integration, data migration,

and AlS interoperability.

Asthe Department of Defense (DoD) has downsized its information processing centers and
emphasized the optima use of sdlected migration systems, AlS functiona proponents and
system managers have come to the redization that different business uses of dataimpose
different quality requirements and that data that was of acceptable quality for one system may
not be so in ancther. In addition, data that was of sufficient accuracy and timeliness for local use
may not be acceptable at another site. Codts of inaccurate or inadequate data can be steep.
Problems with data qudity can result in tangible and intangible damage ranging from loss of
customer/user confidence to loss of life and misson.



Managing data qudity in the DoD is essential to misson success. It ensures that qudity data
supports effective decision making and that data gets to the right person at the right time. In the
Department, data quality management is composed of disciplines and procedures to ensure that
data are meseting the quaity characterigtics required for uses in Command and Control (C2)
systems, Procurement systems, Logistics systems, and the range of mission support applications
that facilitate misson readiness, rdiability, and effectiveness. In addition, improvement of data
qudlity islowering the costs of automated support to the DoD functiond community by
sreamlining the exchange of technical and management information and making information
systems easier to use.
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DoD Total Data Quality M anagement (TDQM)

Data qudity management in the DoD is focused on the same problems and issues that afflict the
cregtion, management, and use of datain other organizations. Asillugtrated in Table 1, DoD data
quality characterigtics and conformance measures are Smilar to those used to measure data
qudity in any AIS. What is, perhaps, not Smilar isthe Sze of potentid data quality issues. In the
Department of Defense, we have thousands of automated systems supporting users across the
world. For example, in the DoD we have C2 systems supporting the Commandersin Chief
(CINCs) in Europe and the Pecific, procurement systems supporting thousands of buyers and
contract administrators, and hundreds of logistics systems that are used to requisition, stock,
store, and issue equipment and materiel to soldiers, sailors, and airmen throughout the world.
Across these systems, the Department has been involved in describing ways to improve data
quality, to ensure that: (1) users (customers) of data are involved in improving data qudity, (2)
predetermined requirements for excellence are defined in terms of measurable data
characterigtics, and (3) data conforms to these requirements.

Return to Table of Contents




Table 1: DoD Core Set of Data Quality Requirements

|Da1a Quality Characteristics Description |ExampIeMetric

Accuracy . L {Percent of values that are
A qudity of that whichisfree of error. A
qualitative assessment of freedom from correct when compared to the

) . , actud vaue. For example,
error, with a high assessment corresponding M=Male when the subiect is
{to asmall error (FIPS Pub 11-3). ~ )

Male.

Completeness Completenessis the degreeto which values  |Percent of data fidds having
are present in the attributes that require vaues entered into them.
{them. (Data Quality Foundation).

Consistency Congstency is ameasure of the degreeto {Percent of matching vaues
which aset of data satisfies a set of across
congdrants. (Data Quality Management and  |tables/files/records.
Technology).

Timdiness As asynonym for currency, timdiness |Percent of data available within
represents the degree to which specified a specified threshold time
data values are up to date (Data Quality frame (e.g., days, hours,
[Management and Technology. minutes).

{Uniqueness The gtate of being the only one of its kind. {Percent of records having a
{Being without an equd or equivalent. unique primary key.

\Vdidity The quality of datathat isfounded on an Percent of data having vaues
adequate system of classfication and is thet fdl
rigorous enough to compel acceptance. within their respective domain
(DoD 8320.1-M). of alowable vaues.
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In the DoD, Tota Data Quaity Management (TDQM) is a process to support database
migration, promote the use of data standards, and improvement of databasesin conformance to
business rules. The DoD TDQM approach borrows from other TQM methodologiesin that it
applies human resources and quantitative methods to improve products and/or services. The
TDQM approach integrates functionad management techniques, existing improvement efforts,
and technicd toolsin adisciplined and focused way to create and sustain a culture that is
committed to continuous improvement.

Figure 1 illustrates the TDQM process as described within the Defense Information Systems
Agency (DISA) for use across the Department. 1t begins with establishing the TDQM
environment by building up management and infrastructure support and moves to the
identification and definition of data quality projects. The selection of appropriate projects leads




to the implementation activities. Importantly, the TDQM process dso provides for the
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Figure 1. DoD Total Data Quality Management Process

evauation of the data quality management process. The ideais to review data quaity
goal s/benefits and to improve the processes used to manage data quality.

Establishing the TDQM Environment

Asthefirgt step in the TDQM process, establishing the data quality management environment is
likely to be one of the most difficult Sepsin the process. Establishing the environment includes
management buy-in and the cultural conditions that encourages team work between functiond
and AlS professonds. All to often, functiond users of an AlS know the data qudity problems
that afflict an automated system but do not know how to systematicaly improve the data. In
pardld, AlS professonds know how to identify data quaity problems but do not know how to
change the functiond requirements that drive the systemic improvement of data. Given the
exiging barriers to communication, establishing the data qudity environment involvesthe
participation of both functiond users and AIS adminidtrators. In the DoD, thisis accomplished
by: (1) developing the strategic plan for data qudity management and (2) developing and
managing the cultural environment.

Developing the Strategic Plan

Data quality management respongibilities fall under the DoD information management and data
adminigration initiatives (DoDD 8000.1and DODD 8320.1). Key playersin thisinitiative are the
DoD Principd Staff Assgtants (PSAS) (eg., Acquisition and Technology (A& T); Command,
Control, Communications and Intelligence (C3l); Directorate of Defense Procurement (DDP);
Hedth Affairs (HA)) and their designated Functiond Data Adminigrators (FDAdS); Component
Data Administrators (CDAdS) (e.g., Army, Navy, Air Force, Marine Corps), and the CINCs
(e.g., Atlantic Command (ACOM), Centrd Command (CENTCOM ), European Command
(EUCOM), Pacific Command (PACOM)). The FDAds, CDAdSs, and CINCs are responsible for
developing data qudity goals, objectives, and action plans for their respective organizations as



part of their contribution to the DoD Data Adminigtration Strategic Plan (DASP). The action
plans are developed annudly and provide information on:

Overdl goas and objectives for data quality managemen.
Strategies and projects to achieve data quality goals and objectives.
Measurable data qudity objectives.

Developing and Managing the Cultural Environment

Action plans established by the FDAds, CDAdSs, and CINCs aso address the infrastructure
requirements to meet data quality objectives. Infrastructure needs include developing
organizationd respongbilities for improving data qudity, establishing training programs and/or
initiatives within functional areas, opening lines of communication between functiona experts
and Al S professionals about problems and solutions to poor data quadity, and promoting
functiond and AlS improvements brought about by leadership to correct data quaity problems.

Scoping the Data Quality Project and Developing the I mplementation Plan

One of the mgor features of the TDQM approach that is promoted within DoD isthe centrd
focus on initiating and completing data qudity projects. The essentid requirement isto: (1)
identify data quality improvement project(s) that can be successfully worked and (2) develop an
implementation planfor each project.

| dentify Data Quality Project(s)

Typicdly, data quaity projects are selected by users and/or AlS adminigtrators. It is good
business practice to listen to both the functional and AlS community. For example, users often
report frustration with errorsin the data recorded in system tables and/or records. Known
inaccuracies in queries, reports, and data correlation problems may be good indicators of data
quality issues. Second, system administrators may make recommendations based on known
problems with data collection, processing errors, and internd edit and validation procedures.

Additiond factors that may influence the sdlection of data quaity projects include focusing on
areas that provide the greatest opportunity for success and prototyping/demondrating the vaue
of data qudity efforts to achieve management buy-in.

Choose Efforts that are Opportunities for Success. The success or fallure of initid TDQM
efforts or projects can grestly affect how easly the organization adopts TDQM idess.
Sdect projects: (1) that have a high chance of success, (2) that have the highest failure
cogts, and (3) where significant improvements can be made. Projects that address critical
data qudity issues that can be solved with the minimum of effort will increase the
attractiveness of TDQM to top managemen.

Prototype Effort: If there is not top management support for data qudity efforts, perform
apilot project or demongtration. Choose a data quality project with low risk and low
vighility thet is critical to the organization's success. Focus on familiar datawhere
functiond and/or AIS expertiseisreadily available. Sdect aninitid effort that is neither



s0 largethat it is doomed for falure from the start, nor so smdl that improvements will
essentidly go unnoticed.

Develop Data Quality | mplementation Plan

Implementation plans are management documents that scope a data quality project in terms of
project objectives, tasks, schedule, ddliverables and resources. From a project management point
of view, implementation plans provide information on:

Task Summary: Lists project goa's, scope and synopsis of anticipated benefits.
Task Description: Describes data quality tasks.

Project Approach: Summarizes tasks and tools to be used to basdine data qudity.
Schedule: Identifies task start, completion dates, and project milestones.

Deliverables: Ligts reports and/or products that document the result of a data qudity
project. At aminimum, ddliverables should include:

a Data Qudity Basdline Assessment - Document current data quality problems. Include
exception reports on data that does not conform to established standards or business rules.

b. After Action Report - Technica report on the data qudity improvements that were
implemented. Include description of actions taken to improve data quality and rationde
for taking the actions and the lessons learned and improvement metrics.

Resources: Identifies resources required to complete the data quality management
project. Include costs connected with tools acquisition, labor hours (by |abor category),
training, travel, and other direct and indirect costs.

I mplementing Data Quality Projects

Documenting the scope of a data qudity project in terms of project objectives, tasks, schedule,
deliverables, and resources provides the overal scheme for performing a data quality project.
The execution of the project isthe next step in the TDQM process. Generdly, thisstep in the
TDQM processis defined as congsting of the following four activities:

Define: Identify data quality requirements and establish data quaity metrics.

Measure: Measure conformance with established business rules and devel op exception
reports.

Andyze Veify, vdidate, and assess the causes for poor data qudity and andyze
opportunities for improvement.

Improve: Select data quality improvement opportunities that provide the most benefit and
implement the sdlected improvements. Improving data quaity may lead to changing data
entry procedures, updating data validation rules, and/or use of DoD data standards to
prescribe a uniform representation of data that is used throughout the DoD.



Generdly, the four activities represent arobust set of activities that are designed to yield
sgnificant results in improving data quality.

Evaluating the Data Quality Management Process

Thelast sepinthe DOD TDQM process is the eva uation and assessment of progress madein
implementing data qudity initiatives and/or projects. Current DoD guidance encourages the
participantsin the TDQM process (FDAds, CDAs, CINCs, AlS functional proponents, and AlS
adminigrators) to review progress with respect to: (1) modifying or rejuvenating existing

methods to data quaity management and/or (2) determining whether data quality projects have
hel ped to achieve demonstrable goals and benefits.

The evauation and assessment of data qudity efforts reinforces the ideathat TDQM isnot a
program but, a new way of doing business. In terms of evauating and ng progress made
on data quality, the DoD FDAds, CDAdSs, and CINCs are encouraged to review both the costs
and benefits associated with the data quality projects.

Executing the DoD Data Quality M anagement M ethodology

The overdl objectives of the DoD TDQM approach are to assess and validate data quality
problems, identify root causes for data quality problems, and improve the qudity and utility of
datain DoD AIS. To meet these objectives, Figure 2 illustrates the four essential tasks connected
to performing data quality work.
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Figure 2: DaD Project Implementation Guidance

Asillugrated in Figure 2, DoD guidanceisto: (1) DEFINE the data quality problem by
establishing the scope of the data quaity management project, objectives to be achieved by the
project, and the criteriato be used to judge conformance to data quality standards; (2)
MEASURE the conformance to data qudity standards and flag exceptions to established data
standards; (3) ANALY ZE conformance and prioritize conformance issues to provide
recommendations for improving data quality; (4) IMPROVE data qudity by implementing
recommendations.

Focusing on project execution, Figure 3 provides additiond information on the stakeholders that
areinvolved in improving data quaity. Generally, the FDAd, CDAd, CINC, and/or the
functiond proponent for an AIS are pivotd players. These functiond organizationstypicaly
provide sponsorship for DoD data quality efforts and are in the best position for identifying AIS
data quality problems. Functiond participation is dso pivotd from the standpoint that Sponsors
mobilize functiona subject matter experts that are used to support the improvement of data
quality by specifying the business rules that are used to measure conformance to standards.
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Figure 3. DoD Data Quality Management - Stakeholdersand Facilitators

In establishing measures of conformance, the DoD Data Adminigtrator (DoDAd) and AIS
adminigtrators dso play arole. For example, within the DoD, the DoDAd provides data
standards that are used to measure conformance to approved standard data e ements. In addition,
AIS adminigrators provide important information on the business rues embedded in how datais

managed by the AlS.
Define Data Quality

Defining the data qudity for any given AlSisnot atrivid task. The detailed description of
specific data quality problemsthat are to be addressed by the project requires. (1) an analyssof
historical data problems, (2) identifying and reviewing AlS documentation, and (3) the capture
of business rules and data quality metrics. As ateam effort, specific data problems are linked to
business rules and both generic and specific rule sets are established to measure how good the
dataiswithin an AlS. Severd rule setsareillugtrated in Table 2.



Table 2: Examples of Data Quality Rule Set Generation

substitutability (1S0)
codes

Historical Data : s
Problem Rule Type Generic Rule Set Specific Rule Set
The equipment identifier  [Null Congtraints {If the equipment Sdect equip_id from
fields are often blank. identifier equip
is zero, blank, or null where equip_id=0
then or equip_id=
error. or equip_id = NULL,;
The interchangeability |[Domain Vdidation |[If 1ISO codeisnot 'B','l', |Sdectiso _cd from
and 'G' or 'M', then error. equip

whereiso_cd not = 'B'
or

$10.00.

price must be greater
than
$10.00

are not valid. ‘I'or 'G' or 'M";

The vdue of unit priceis  |Operationd Rule  |If unit price = $00.00, Select * from equip

not greater than zero. Set then where unit_price =
error. 00.00;

The unit pricefor direct  |Relationship |If materid dasdfication  [Select * fromequip

materid islessthan \aidation code equas'D', then unit \wheremat_class cd =

IDI
and unit_price < 10.00;

DoD guidance on establishing rule sets encourages the development of data quality measures
that can be executed in an AlS as actua code or as data qudlity filtersin adata quaity
assessment tool. The rule setsthat are developed represent the data quality metrics that are used
to judge the conformance of data to the businessrules. In the Department, data qudity projects
are aso encouraged to make use of DoD data standards as the basis for establishing rule sets. For
example, DoD data standards provide valid values for hundreds of datadementsthat are used in
the Department. These include such domain sets as Country Code, US State Code, Treasury
Agency Symbol Code, Security Level Code, Contract Type Code, and Blood Type Code.

M easur e Data Quality.

The measurement of dataquaity in an AlSisto determine the exact nature and magnitude of
data problems with the real data values stored in the tables/files/records that support an
gpplication. Measurement is the process by which the actua data instances are compared to the
rule sets that were established as data quality metrics. Initid measurements of data quaity are
performed to establish the data qudity basdine. Sampling techniques are encouraged to provide
avdid basdine of data qudlity.

In terms of measuring data quality, there are two predominant approaches that are used in the
DoD. Thefirst approach is to measure conformance to data quaity standards by executing the
rule sets on the same machine and/or data server that supports the AlS. The performance of data




quality checks are written as SQL scriptsto test data

Metric Reports
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Figure 4. Performing Data Quality in Interim Environment

conformance. The second gpproach to measuring conformance is shown in Figure 4 and is used
in data migration Stuations where the datais actudly moved to an interim environment prior to
loading datato atarget system. Firdt, asillustrated in Figure 4, data must be either extracted from
the source data systems and/or accessed to provide the data sets that will be used. Second, the
data sets are subjected to the rule sets or data quality filters that were devel oped to assess
conformance to the established business rules. Third, exception data, or data that fails to passthe
rule st is researched to determine why the data did not conform to the rule sets. In data
migration Stuations, researched data are corrected and passed through the filter to check for
errors. Also, one of the most important capabilities that is offered by this approach is the ability
to generate metric reports. These reports may be used to provide Statistical information on the
conformance to data quaity standards.

Generdly, the measurement of data quality requires the performance of five activities:
Determine the gpproach to be used to measure data quality.
Apply the rule sets to the tables/files/records that are to be checked.
Flag suspect datain error reports.
Vdidate and refine the rule st.
Develop metrics reports to categorize data quality problems.
Analyze Data Quality

The anadlyss of data quaity problems relies heavily on metrics reports and the assistance of
functiond and technica data experts who are most familiar with the data and processes
supported by an AIS. The analyss phase is devoted to identifying and vaidating: (1) key data
qudity problems from the metrics reports, (2) root causes for data quality problems, (3) cost
impacts connected to correcting the root causes of data quaity problems, and (4) solutions for
improving the processes that are used to create and maintain data to minimize data errors.



Key Data Quality Problems

The andys's of metrics reports provides an opportunity to both identify and vaidate the types of
data quaity problemsthat exist in an AlS. As shown in Figure 5, metrics reports can provide an
overdl view of data qudity within an AlS. Metrics reports dso provide a method for measuring
improvement which is based on the implementation of data quality process improvements.
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Figure 5. Sample Data Quality Metrics Report

DoD guideines on data qudity management encourage the use of data quality metrics reportsto:
(2) provide a basdline assessment of how good or bad the data qudity redly iswithin an AlS and
(2) periodicaly check the data qudity of an AlS to monitor progress towards attaining data
qudity goals. Graphica reports are recommended to provide a comparative basis of data quaity
trends and to compare reports to originad basdines. Interestingly, our experience with data
qudity assessment tools tends to support their use over the development of SQL scripts and
programming approaches to check data quality. For athough scripts and programs can be written
to execute data quaity rule setsffilters, we have found thet it is best to use toolsthat are
specificaly designed to perform data quality andyses with capabilitiesto: (1) audit the
performance of data quality checks, (2) track historical records of prior data quality checks, and
(3) graph data quality trends over time.

Root Causesfor Data Quality Problems

The andlysis of metrics reports and data quality trends provides an opportunity to assess the
reoccurring problems that damage data qudity. Some key questions that can be answered by the
metricsinformeation are:

In what areas did asgnificant number of errors occur?
Did certain types of errors occur more frequently than others?

What is the best area on which to concentrate efforts so asto get the greatest
improvement in data quaity?



The analyss of errorsthat occur infrequently may reved the cause of a specific error but, is not
likely to identify abroad-based systemic problem. Nevertheless, fixing smdl problems (eg., a
one time data entry error) may offer anecdotal evidence that can be used to support the value of
data quaity assessments. The emphasis, however, of the DoD guiddines on data quality isto
focus on root causes of data errors that are systemic. In determining these root causes, DoD
guidance recommends the examination of possible causes for errorsin data from severa point of
view. The four points of view include:

Process Problem: Past experience has revedled that the mgjority of data errors can be
attributed to process problems. For data errors categorized as process problems, DoD
anaysts are encouraged to examine the existing processes that support data entry,
assignment and execution of data quality responsbilities, and methods used to exchange
data. Knowledge of these activitiesin relation to data errors may be used to find and
recommend actions to correct deficiencies.

System Problem: Data problems often stem from system design deficiencies thet are
acerbated by poorly documented modifications and incomplete user training and/or user
manuds, or sysemsthat are being extended beyond their origind intent. An examination
of sysem modifications, user training, user manuas, and engineering change requests
and problem reports can revea AlS system problems that can aid in improving data
qudity.

Policy and Procedure Problem: An analysis of data errors may reved either conflicting
guidance in current policy and procedure, lack of appropriate guidance, or afailureto
comply with existing policy/procedure. An examination of existing directives,
ingtructions, and standard operating procedures may be necessary to resolve the root
cause of data errors.

Data Design Problem: There is a0 the potentid that the database itsdf will dlow deta
errors to creep into data va ues as the result of batch loads, the use of incomplete data
condraints, and/or the ingppropriate pecification of user privileges. An examination of
batch load scripts or programs is recommended to eiminate possible data errors that can
be attributed to circumventing data integrity condraints. It is aso advisable to examine
the implementation of: (1) primary key congraints; (2) null and not null data
specifications, (3) unique key condraints and indexes; (4) database triggers; (5) stored
functions and procedures, and (6) referentia integrity specifications (e.g., cascading
deetes). Thistechnica information may reved why persstent data errors compromise
dataqudity inan AIS.

Assessing Cost | mpacts

One of thered chdlengesin data quaity management is the assessment of costs which are
connected to correcting root causes for data quality problems and the costs associated with not
correcting the problems that damage data. Measuring these costs is not easy. Guidance on
collecting the costs connected to poor data quality focuses on defining the costsincurred to
create and maintain the data and the cost of determining if the data val ues are acceptable, plus
any cost incurred by the organization and the end user because the data did not meet
requirements and/or end user expectations.



In generd, the costs connected to poor data quality are categorized into four areas: prevention,
apprasa, internd failure, and externd failure. Once these costs are identified, there can be a
better understanding of what it costs to correct data quaity problems and what costs are incurred
by ignoring data problems.

The main types of costs, depicted in Table 3, are direct and indirect costs associated with poor
dataquality. Direct costsinclude:

Controllable cogs: These are recurring costs for preventing, appraising, and correcting
dataerrors.

Resultant costs. Costs incurred as a result of poor data quality. Costs are considered
interna failure costs and externd failure costs.

Equipment and training cogts: Includes nonrecurring costsin data qudity tools, ancillary
hardware and software, and training required to prevent, appraise, and correct data

quality.

In assessing direct cods, it is often useful to compare two or more dternatives for improving
data qudity and to estimate the controllable and equipment and training costs associated with
each of the dternatives. This gpproach to costing corrective actions draws the attention of
financia managers and accountants. It will require, however, work on estimating labor hours
devoted to prevention, appraisa, and correction activities and estimates for equipment and
training. The case study accompanying this document provides information on using direct cost
eslimates to estimate the costs connected to improving data quality.



Table 3: Main Types of Data Quality Costs

DIRECT DATA QUALITY COSTS INDIRECT DATA QUALITY COSTS

IA. Controllable Costs A. Customer incurred costs
1. Prevention costs
2. Appraisal costs

3. Correction costs

|B. Resultant Costs |B. Customer dissatisfaction costs
1. Internd-error costs

2. Externd-error costs

C. Equipment Costs C. Loss of creditability costs

Resultant costs and indirect costs are generdly more difficult to quantify. Nevertheless, resultant
and indirect costs should be used wherever possible to adequately assess the impacts of poor data
qudity. For example, the inability to match payroll records to the officia employment record can
cog millionsin payroll overpayments to deserters, prisoners, and "ghost” soldiers. In addition,

the inability to correlate purchase ordersto invoicesis amgor problem in unmatched
disbursements. In the DoD, resultant costs, such as payroll overpayments and unmatched
disbursements, may be sgnificant enough to warrant extensve changes in processes, systems,
policy and procedure, and AlS data designs.

Recommending Solutions

The andyss of data qudity is not complete until recommendations are provided on the actions to
be taken to improve the data qudity within an AlS. Recommendations should be supported by:
(2) identifying the key data qudity problems to be solved, (2) identifying the root causes for data
qudity problems, and (3) cost impacts connected to taking the corrective actions necessary to
improve the data. Generdly, if severd dternatives are available, it is advisable to determine the
level of risk that accompanies each dternative. Risk mitigation should favor smadl incrementa
improvements that are quick and easy to implement.

I mprove Data Quality

Once recommendeations have been made on the systematic actions to be taken to improve the
data qudity within an AlS, two additiond mgor activities are performed. Firs,
recommendations are usualy reviewed by the functiond proponent for the AIS and the AIS
adminigtrators to determine the feasibility of recommendations. The review of recommendations
congders how solutions will affect end-users, functional processes, system administration,
policy, and data design. Additiond factors influencing the go ahead on recommendations
include: (1) the availability of resources needed to accomplish the improvement, (2) the schedule
of software releases, and (3) changes to the AlS hardware and/or telecommunications



environmert. Any one of these factors can influence the execution of data quaity improvement
recommendations.

The second mgor activity in improving data qudlity is to execute the recommendation(s) and
monitor the implementation. In pardld with root causes for data quaity problems, improvement
work tendsto fdl into four categories:

Process Improvement: Focus to improve the functional processesthat are used to creste,
manage and use data. For example, functional process changes may encourage
centraized data entry, dimination of nonvaue added activities, and the insertion of data
qudity responsbilities where data is entered into the AlS (e.g., certification of data).

System Improvement: Software, hardware, and tddecommunication changes can ad in
improving data qudity. For example, security software can be used to minimize the
damage done by malicious updates to databases by unauthorized users. Hardware
improvements may make batch loads faster and thereby make it unnecessary to turn off
edit and vdidation congtraints when loading data to a database. Telecommunications
improvements (e.g., increasing bandwidth) may provide eesier access to data and
improve both the accuracy and timeliness of data. Other system improvements may
include providing better end-user manuds, operation and maintenance manuds, and
additiond user training.

Policy and Procedure Improvement: Resolve conflictsin existing policies and procedures
and devel op appropriate guidance that will inditutiondize the behaviors that promote
good data quaity. One example is the development of Standard Operating Procedures
(SOP) for an Al S that document the data quaity rule setsffilters that are used to measure
data qudlity. In addition, the performance of periodic data quaity checks may be
performed as part of the SOP to increase data qudity.

Data Design Improvement: Improve the overal data design and use DoD data standards.
For example, database designs may be improved by the addition of primary key
congraints, indexes, unique key congraints, triggers, stored functions and procedures,
adminigtration of user privileges, enforcement of security features, and referentia

integrity congtraints. The use of DoD data standards supports the uniform representation
of data across the DoD and supports improvements in data correlation.

Summary

DoD guidance on data quaity management emphasizes the improvement of data quality to
ensure that: (1) users of data are involved in the improving data qudlity, (2) predetermined
requirements for excellence are defined in terms of measurable data characteristics, and (3) data
conforms to these requirements.

The approach that has been adopted to achieve these goals consists of four steps. Thefirst step is
the establishment of the TDQM environment where key participants include the DoD PSAS,
FDAds, CDAds, and CINCs. These key players are responsible for providing the overal
direction for deta qudity initiatives and ensure that Strategic plans and infrastructure dements

are in place to support the improvement of data qudity in the automated systems that support



their functiond misson. The second step in the gpproach is directly supported by AlS functiond
proponents and AlS administrators. These participants are responsible for identifying AlS data
quality projects and the development of implementation plans. The third step is the mesat-and-
potatoes of data qudity work. It conssts of defining, measuring, andlyzing, and improving data
qudity in selected automated systems on a project- by-project basis. Importantly, the emphasis of
this step isto implement systemic solutions to data quality problems. Typically these consst of
process, system, policy and procedure, and data design solutions that are tailored to
indtitutiondize the conduct of a function to ensure the qudity of data. The fourth gepisan
assessment activity that encourages the review of progress made with respect to: (1) modifying
or rejuvenating existing methods to achieving data qudity and/or (2) determining whether data
qudity projects have helped to achieve demonstrable gods and benefits.

Putting the TDQM agpproach to use within the Department, the DOD Services, Agencies, and
CINCs have made important contributions to improving the quaity and utility of deta. In the
future, data quality management will serve an increasingly important role in facilitating system
integration, data migration, and AlS interoperability.
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DATA QUALITY IMPROVEMENT CASE STUDY
1. Introduction to the Problem

The Depot Maintenance Standard System (DM SS) isaDoD target migration information system
that supports depot maintenance activities. DM SS replaces the functiondity of multiple Air

Force legacy systems at depot maintenance centers. The Depot Maintenance Manegement
Information System (DMMIS) is a subset of DMSS and processes bills of materids (BOMs) and
associated routing information for repair work orders as they progress through the work control
centers.

The DMMIS data load project was initiated by the Joint Logistics System Center (JLSC)
Warner-Robins Automated Systems Demonsatration (WR-ASD) program manager at Wright-
Patterson Air Force Base (WP-AFB). The overdl DMMIS ASD project goa wasto determineif
automated methods and techniques could be developed to streamline loading data from legacy to
target information systems. The Defense Information Systems Agency (DISA) provided data
qudlity tools, guidance, and technical support during this project at the request of the WR-ASD
program manager. The DMMI S data load addressed moving BOMs from legacy systems for the
gyroscope repair facility at Warner-Robins Air Force Base (WR-AFB) into DMMIS. The BOM
routing data for the work control centers will be addressed at a later time. The automated data
load scenario replaces the difficult and manually intensive process developed in the gyroscope
repair shop to collect, andyze, verify, and migrate "active’ BOM data from the legacy systems.
Figure 6 illugirates this manua process.
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Figure 6: Manual DMMI S Data L oading Process

The DMMIS ASD godswere:
minimize the need to manudly re-key data from legacy sysemsinto DMMIS,
increase the efficiency of loading datainto DMMIS, and
improve and assure the quaity of DMMIS data

WR-AFB has 3500 "active' BOMsto migrate from legacy sysemsto DMMIS. Using the
manua process, the JLSC projected that a Sgnificant cost in manyears and schedule would be
needed to complete the DMMI S data load at WR-AFB. The cost estimate breakdown for this
manua process was origindly estimated to be:

3500 "active" BOMs with associated routing data at WR-AFB,
75-100 man-hours per BOM to manually load this datainto DMMIS,
75 percent of effort is research, 25 percent data entry;

Tota estimate 350,000 mar+hours (206 man-years), and

Half of the work to load DMMIS involves migrating legacy BOMs.

The data quality project team applied an automated PC-based data quaity andysis tool
(QDB/Andyze) and DISA's Tota Data Qudity Management (TDQM) methodology to idertify
and address specific data quality issuesin the legacy and target data environments that would
negdtively affect the efficiency and quality of the DMMIS data load effort.
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2. The Data Environment



Access to legacy data during the DMMIS data load project was amgor issue. The various
stakeholders in the project were willing to provide the requested data, but the actua processto
extract that data from the legacy environments proved to be very difficult. The mgor problem
was obtaining supporting documentation on legacy system data structures and coordinating the
resource requirements to perform the data extraction effort.

Data from two legacy depot maintenance systems was used during the project: GOOSM (Depot
Maintenance Materid Support System) and D043 (Master Item Identification System). The
GO05M data was extracted from a print file. The relevant data was parsed into relationa tables
which were then imported into the data quaity anadlyss tool. The extracted GOO5SM data a so was
used to retrieve D043 data for the component stock items on the BOM using the National Stock
Number (NSN). A description of the legacy data used for data quality analysisin the project is
shown in Figure 7
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Figure 7. Relationships Among BOM Data

The DMMIS ASD project team salected 55 BOM s (designated by production number (PDN))
stored in the GOO5M system for this test. From these 55 BOMSs, 3631 unique stock numbers and
8,350 manufacturing part numbers were found. Theoreticaly, each stock number should have
had one corresponding record in the D043 system. After extracting the data, issues about the
quality of the data from the legacy systems were examined.
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3. Levelsof Data Quality Analysis

To achieve the god's of moving and improving the legacy data prior to migration, four levels of
andysis were performed. The Leve 1 anadlyss conssted of testing each data dement from the
sample set of completeness and vdidity checks. The completeness andys's determines for each
data eement the degree to which significant data vaues (i.e, not spaces, nulls, or defaults) are
present in the legacy data. The vaidity analysis determines for each data dement if those values
are from the value set (domain) consdered to be valid.

For the GOO5M and D043 legacy data analyzed, the completeness of data exceeded 99 percent
for dl data dements. The vdidity of the data elements varied from 80 percent to 100 percent.
Samples of the data analyss are shown in Figure 8.
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Figure8: Level 1 Analysis, Completeness and Validity

Levd 2 andysis determines the structura and referentid integrity of the data and defines the
rulesfor cardindity found in and among the different data sets. The integrity andyssis used to
vaidate the primary keys and their defining attributes (e.g., uniqueness) of record types and to
vaidate the referentid integrity of foreign keyswithin arecord type. Anayss of cardindity
determines whether records of a given key vaue must be unique in the table. If multiples of a
given key vaue are adlowed, areasonable limit on the number of occurrences for the data set
under andysis must be determined.

For the GOO5M and D043 legacy data, primary key integrity was good; however, referential
integrity problems were prevaent across the GOO5M and D043 data tables. Some of these
problems were later explainable by the staff at WR-AFB based on the way processing was being
performed in the legacy systems during work control center repair operations. Cardindity

andysis was not performed during the project. Figure 9 shows an example of areferentia

integrity problem identified. During level 2 analysis, the team discovered 103 NSNsin the D043
data that could not be linked to GOO5M records; and 67 NSNsin GOO5SM were not found in D043
data

67 Stock #'‘s afiecting 33 PDIV's ot in D043 .A8-0

GO0SALIT DO43.480

103 N5N's ot in GDOSM_IT

Figure 9: Level 2 Analysis, Example of Referential Integrity Problems

Daamodes, data definitions, data base specifications, and other documentation are usualy
aufficient to complete most of level 1 and 2 andysis. Level 3 andysis requires direct support
from the functional expertsfor the data set. For leve 3, the rules of doing businessin the
functional experts place of work are examined and turned into a series of automated tests. For
this project, knowledgeable functiona experts from the gyroscope repair shop at WR-AFB were
interviewed. The team devised a set of rules about the data set under andysis that would
effectively support the gyroscope repair shop plannersin their analysis and verification of the
legacy BOM data prior to the automated load process into DMMIS. The results from this
andysis were not surprising since the project team zeroed in on known data problemsin the



legacy datain order to maximize the payback of the time invested for the sudy. Some of the
business rules developed included valid combinations of values within data sets, computationa
verification within data sets, computationd verification across data sets, and system flow point to
point comparison.

Levd 4 andyssinvolves developing the conversion rules for the legacy data and transforming
the datainto aformat appropriate for the target system. A prototype system evolved from
requirements and ideas identified by WR-AFB daff that resulted in a more efficient and effective
data review process for planners preparing legacy datafor DMMIS loading.

From the andlys's, amethodology was developed to present the findings to the functiona
experts, the gyroscope repair shop planners. The prototype system processing consisted of the
following steps:

Select the BOM(s) to be reviewed,

Andyze the BOM legacy datausng a"filter" set of data rules defined during the four
levels of data qudity andyds,

Build atable of BOM legacy data records which are gppended with messages based on
andysis, and

Present the information to the planner to guide and facilitate preparing the DMMIS
verson of the BOM.

The WR-AFB géff reviewed the final design and operation of the prototype system and
concluded that the principles of data quality as demongtrated in this project do indeed contribute
value to the system solution of the DMMIS Data L oad Automated System Demonstration.
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4. Project Results

The project results successfully established the vaue of gpplying data quaity andyss methods
and techniques to the DMM IS data load process. Specificaly:

Problems were identified in the legacy data that would impact the integrity of dataloaded
into DMMIS,

A feasible gpproach was developed to automate the planner's research and analysis of
potential BOM data problems by developing and applying appropriate data "filters' in the
data quality tool with the assistance of the subject matter expertsat WR-AFB, and

A hightlevel design was proposed for the DMMIS Data Load Automated Systems
Demondtration solution that incorporates the use of automated data qudity andydsasa
key sub-system.
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5. Final DM MIS Data L oad Solution



At the completion of the prototype, the final design of the DMMI S dataload solution and its
integrated use of data qudity anadysis was developed. Data quality analysiswill be performed as
a sub-system function. Planners will not interface directly with the data qudity tool but will be
presented the data quality analysis results through workstation display screens. Figure 10 depicts

how the technical solution brings together fragmented data sets from multiple sources into an
interim database. The data quaity subsystem provides
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Figure 10: DMMI S Data L oad Solution

an automated meansto check data qudity and prepare the BOM in DMMIS compatible format.
The mgor benefit of the data qudity subsystem isthat it provides valuable information onwhat
data from the legacy systemsis problemdtic. Identifying questionable data alows the
maintenance planner to focus efforts on researching problem areas and reduces the time and
effort to prepare the BOM for DMMIS.
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6. Data Quality Management Benefits

Use of automated data quaity andysistools and TDQM techniques vaidated many of the
principles and cost/benefits for performing data quality management. Some of the more
quantifiable lessons learned and benefits defined by this project include:

Rapid Results

A key feature of the project was the ability to quickly produce meaningful results that were
eadly understood by functiona users and management.

Cost Savings

Cost savings were projected in two maor aress. (1) research costs devoted to identifying and
fixing data quality problems prior to dataload and (2) data entry costs devoted to manudly
rekeying datainto the DMMIS. Theinitia projection was that research costs could be reduced by
forty percent (40%) for the load of BOM datato DMMIS. In addition, data entry costs could be
virtudly eiminated. Table 4 shows projected costs broken out by existing data load methods and
the recommended DMMI S data load solution. These projected savings were based on the
origind estimate of the work load to migrate 3500 "active" BOMs with relevant routing data into
DMMIS.
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Table 4: Projected Savings at Warner-Robins AFB

Description/Cost Estimates BOM Data BOM Data | Total
Manual Manual BOM
Research Entry Data L oad
Current Costs $6.56M $2.19M $8.75M
Recommended DMMIS Data Load Solution
Projected Reductionsiin:
Time Saved 40% 100%
$2.62M $2.19M $4.81M
Dollars Saved

It was anticipated that some of these savings would be off set by both the nonrecurring costs for
developing the DMMI'S data load solution and by recurring technica and functiona costs for
operations and maintenance of the solution. EStimates on nonrecurring costs were placed at about
$1.1 Million. Given these cost factors, net savings were projected at $3.71 Million at WR-AFB.

User-Friendliness

The data qudity tool chosen for this project was invauable because of its functiondity, cogt, and
user-friendliness. Of specia note was the ability for end-user staff at WR-AFB to use the
software for basic functions with minima training. This experience vaidates that given training,
end-users or systems personnd can be expected to carry out data quality andysis a the local Ste
level where the dataresides. Thisiskey to the DISA TDQM agpproach which dependson a
decentralized approach of data adminigirators, systems staff, and end-users to collaborate on
pursuing data quality objectives on an ongoing bass. Specificdly, for the DMMIS project, it dso
means that system maintenance of the data "filters' used in BOM andysis could be performed
on-Ste by depot maintenance aff in lieu of making system change requests to remote system
support organizations.

Business Impacts

Using the automated data quality andysistool and the structured levels of andysis enabled the
project team to quantify the benefits of the project into aformet for high-leve discussons. This
successfully elevates data qudity to be one of the critical success factors in Strategic systems
technology efforts, and at the same time, educates senior management on the effects of data
quality on the operations and misson of their organization.
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7. Conclusion

Red savings of time and money were identified during this project by application of the
techniques of TDQM. TDQM must become an active part of dl data management projects. After
test runs of the capability, the DMMIS Demonstration Results and Project Assessment Report
provides the following:



"The use of the BOM Automated Data Load (ADL) tool provided better than atwo to one
improvement in productivity over manua methods during the migration of legacy BOM data

into the target syssem, DMMIS. This, coupled with definite improvementsin the BOM data
qudity observed by the team leaders, provides ample evidence that for large data load projects a
ggnificant reduction in migration costs would be achieved." (DMMIS Demondration Results

and Project Assessment Report, 3 June 1996)

Data qudity techniques must be gpplied throughout the life cyde of information systems and
then used to assist in migrating to the next generation of software that will support the same
valuable assets - the data.
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